FACTSHEET

Drive Enforcement Action
Against Piracy

There’s-been a piracy breach. What can be done now?

The best response includes intelligence and monitoring of complex
pirate activities, driving enforcement action against key targets engaged
in content and service piracy. Partner with NAGRA to locate and
take-down pirates and recover lost revenues. With over 25 years of
experience, our lawyers, investigators, and technical experts deliver
comprehensive, industry-leading investigation reports that include a
proposed enforcement strategy. Collectively, we can implement the
right solution to protect your content, rights, and revenues.

Solution Benefits

Comprehensive Intelligence Gathering: By anonymously and
forensically sourcing, testing and analyzing pirate services.

Full Ecosystem Analysis: To understand the roles of the individuals
and organizations involved in running a pirate service.

Legal Advisory Services: To draft cease and desist letters, legal
briefs, assessing legal routes and filing criminal/civil complaints.

Law Enforcement Support: To support raids and witness hearings /
interviews, participate in ‘knock and talk’ operations, and supporting
litigation until judgment is made.

Training Services: To educate and advise law enforcement
organizations on piracy practices and the technologies.
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Investigations & Legal
Support Services

Piracy Investigation

e (Conduct an in-depth investigation &
target selection

e |aboratory analysis of pirate devices
& services

e Forensic purchasing support to
identify illicit approaches

Litigation & Legal Action

e Assistance with optimum legal
strategy approach

e Facilitation of expert witness
testimonies

e (Case preparation, review, and
follow-up until judgment

e Support of law enforcement activities



FACTSHEET

ANTI-PIRACY SERVICES - INVESTIGATION & LEGAL SUPPORT

Protect Content, Rights & Revenues

A Straightforward Approach

NAGRA has over 25 years’ experience
in leading and supporting legal work
against pirates.

Our service is designed to support
existing teams through the delivery of
clear and concise evidence created
through a simple three stage
approach.

1. ldentify pirate service of interest

Undertake analysis & investigations

3. Product report & enforcement
strategy
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Pirate Service

TECHNICAL ANALYSIS

* Authentication servers
+ EPG servers
+ Update servers

+ Stream servers
@ + Single points of failure

INVESTIGATION
- Companies
« Individuals
- Social media accounts
« Payment accounts

-+ Ecosystem organizaiton

INVESTIGATION REPORT &
ENFORCEMENT STRATEGY

Covering:
+ People

+ Organizations
1 _}_ + Servers
+ Domain names
+ Social media accounts
+ Payment accounts
* Revenue streams

1 Identify pirate

service of interest

GLOBAL PAY-TV LEADER, $1B REVENUES, LONG-TERM STABILITY

Who We Are

Successful Projects

500+

TV PROVIDERS GLOBALLY

Focused on helping solution providers
increase monetization and consumer
reach through comprehensive
security solutions.
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Satisfied clients

500M

PROTECTED DEVICES DAILY

Customer-focused. Delivering solutions
as a service to optimize time to market
and reduce operational overheads.

2 Undertake analysis
& investigations

3 Product report &
enforcement strategy

Customer Protection

4000+

PATENT PORTFOLIO

Robust IP protection with over 500
patents attributable to a wide range of
innovative technology solutions.

Fully Charged and Ready

The Kudelski Group has a corporate history in the secure content, secure device
and cybersecurity industries, and is one of the very few Amazon Authorized
Security Test Labs in the world. If you'd like to learn more, experience NAGRA
Scout yourself, or discuss further how it can add value to your broadband offering
please Contact us. We look forward to continuing the conversation with you.

NAGRA Kudelski is the world leader in the development and delivery of state-of-the-art
technologies to secure the revenues of content owners and service providers for digital
television and interactive applications across all network types.



https://www.linkedin.com/company/nagra/
https://vimeo.com/nagradtv
https://twitter.com/NAGRAKUDELSKI
http://dtv.nagra.com

